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[H-3H] 38,000 



IEEE 802.16 WirelessMAN7ltiV*l ^-^ £1^^ Al^flo^A^ *| taj ^1- 91^} 

711 ^}^}7] CllolB^l tfl^r cl-Jr^ 71^ x£$]i5}5L ^Cf. S^sj 

£-3 SI A^a^I-o^ cfl^-Sljl IEEE 802.16 WirelessMAN Al^^oflA^ o]^ 

^ Esflsj en o] oj-j:^ ^ (SS)3f 7lxi^ (bs) a}°H 

iL^> 7l ?lsl HSSf (PKM: Privacy Key Management) MAC «IM*l-i-i: 3JS]Sj-jL 

IEEE 802.16 WirelessMAN Al^^^lM ^^r^l 5U^r Ssfl^ 

EH tfl^; °J-Jr;g|- 7l# ^§Rr ^o\) $1°)*], 7l#ofl tfl^ ^flfl 

^ 7 3^1§Rr u o v ^# ^^*>7l fl^; ^o]rq-. f IEEE 802.16 WirelessMAN 7-1 

Multicast ^aj^sq- Broadcast ^tq^-g- 7} 7% a] ^-ufl HHH tfl 

*H Unicast ^til^-g- <y-^j]- 7] t^a] ^ ^-wfl^Kr yj-^ ^^^tII JLi^ji 0} 
cf. o]ofl ^- Multicast 7^1^^ Broadcast i-g- <#3L^ 7l#^r Jir} 

jL^r^^-S ^§}7l ^sflT-i Unicast ^til^-g- <y-^^- 711- ^§Rr « 0 >^:2Rr A 
^ y o Vl ^ ^iH^kch ^ ^2fS^l IEEE 802.16 WirelessMAN ^i^fl^. ^sfl 

4« eHo]BHi tfl^ <y-jLi]- 711- jL^f^^ji o-<g ^ ^t!1 €^f. 
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£. 2 

IEEE 802.16 WirelessMAN, EHflsj <#S.i\- A (TEK), ^a] 
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IEEE 802.16 Wireless MAMt^ ^ptfl 91^]^ ^}^ i >\)^\ M 
u 1 t i c a s t ^itil^sj- Broadcast ^til^oj) tfltb S«fl^ ^SS)- 7*1 
^^{The method to manage traffic encryption key for the multicast and 
broadcast services in the IEEE 802.16 WirelessMAN System} 

£ l^r IEEE 802.16 WirelessMAN Al^o]j>| ^$]^_ Hefl^ 7l# ^ 

£ 2^r IEEE 802.16 WirelessMAN Al^ofl*| 1^ <y-^^- 7^ 

£ 3^ ^1^>§>^ Multicast Broadcast ^tili-g- egfl 

£ 4^r ^l^Kr Multicast Broadcast ^l^-g- E«fl 

^ 5^r Ir^H ^l^Rr Multicast >|til^2r Broadcast ^tij^-g- 

5. 6^ 1^3 °IH Multicast ^ti]^^ Broadcast ^tij^-g- ^efl 

4a <£jLSj- 7] (Key Reply) *IH ^ Bfl <>1 , 
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<7> S. 7-& l^^H ^1^*}^ Bsfl^j ^^5]- ?1 ?r?l ^H^M^I (TEK- 

parameters )-§-•£] ^11 0 1#, 

<8> £ 8^ ^ ^r^H ^l^Rr Key Update Command nlM*!^ ^Hl", 

<9> £ 9^r afl^^r^ Key push modes *\)°]^k, 

<io> £ 10^: -& ^<?}-§Rr Key Update Command ^H^l^l HMAC-Digest 

<n> £ life- ll^H ^l^Kr Multicast ti] Broadcast ^til^-g- H 

efl^] ^>SSr 7l# ^Als^c-H 91°]*] tij^^^^I ^K^, 

<!2> £ 12fe ^ ^l^-i ^l^Kr ^^^1 I^sj ^JlS} f] tcf^- 

Key Reply *1H^H1 S^r^H ^^S]^ TEK-Parameters ^iL ^Hl", 

<i3> £ 13^ *ll ^Vfe 7lx]^o] seFI^ <y-3lSl- 7l 7Ja1^- Al^-s>5i 

<i5> ^ IEEE 802.16 WirelessMAN y}^$] Qtf^ 

Multicast afe Broadcast Hefl^ofl tfl«r 
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<i6> sfl^- Al^eflo]lA^ Multicast ^l^M- Broadcast ^tij^ 

Ssfl^ 7l (TEK : Traffic Encryption Key)!- ^a] « w-yfl gj-^tll <~t\o] 

*\ ^f§># #4^1 z] ^ oicf. ^, Multicast ^tij^q- 

Broadcast ^fei 91^ 3L€: 7}^^}^o) E^sj ovjrs]- ? ] y^A] 

AS §r^r U-^ tflAiofl 71x1^- x^Jf ojHflEg. Multicast ^^-4 

Broadcast ^l^-g- SEfl^ 7l# ^a]^ o]^- hJ-^ sfl^ ^f-SH 

Sr 7l# ^Sj-^Efl 9.X°]^\ Jf a} a] *flvgs>| a]— §- Y*r# ft^^r^l #^1^ 

91^. °H1 IEEE 802.16 WirelessMAN 71*1^ -*fA| ^1^^ a^bA^ 

Multicast ^ti]^i4 Broadcast ^ ^ 9}^} A] §<y&°l ^^ik 91^ 

A}jr ^ A}^# Jitf JL-^^AJL A>-g- 7}-^ *r 50.>fl 3 

jq^r Aj^i^U^ IEEE 802.16 WirelessMAN a1^o]t}. IEEE 802.16 WirelessMAN a] 

^l^Kr Mulitcast 5£^r Broadcast *| ti] i-g- EEfljfl <#3L$± 7l# 

<is> 7l# IEEE 802.16 WirelessMAN Al^oflA-^ Hefl^} tf\ o] b\ # <y-Jr jrj-§j- 7 l ^ 
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<#JL5]- 7l# o]<q. ^-o] 01^ ^ ^.o> ^ ^r*8*}7} # 

^jzJ- 71^]^^ PKM-REQ (Privacy Key Management Request) ^H^l^ PKM-RSP 
(Privacy Key Management Response) ^H^tt 1 }. ^r^^r PKM-REQ ^H^l # 

*r *»IH*lSl Key Request 7lx]^o_s. ^i^fr^-S-^i *fl5.£ Esflsj <#JL5|- 

PKM-RSP ^11 # *t nflAl^oi Key Reply nfl*]*]^ Ajsfl^^^ ^^Ml^ Key 
Reject §fl^ ^^S. 0 l^r ^ B^ 5 ! ^5r ?1 l!"^ 

<19> IEEE 802.16 WirelessMAN *1 i ^1 ©IM Multicast A^til^q- Broadcast ^ti]^ 

-8- BHfl^ <£3Li\- A 73^ w o ttf^ Unicast Ai«l^-g- E&flsj <y-JL5}- 7] ^a] y^ozj- 
^l^r^f. ^r*! 1 ^, Unicast ^JLS]- a] ^a] ^ij- ^*rS 

Multicast Broadcast ^1^-g- egfl^ <y-^j]- 7]= 73 a] 5^ 

*fl^ 7>H1# MA^-Tll A>-g-s>^ ^ltr^^l SM. °H Multicast ^tij^q- 
Broadcast ^«li-g- Hsfl^ ^JLs]- ^1 7 S^°11 ^ ^fl ^ 7 r ^# Jl^^-S. 

^-^§V^ ^a>7> ;g.3.*l-T=f. 



49-9 



<20> £ ^-7]o\] 7}^^ ^o] > IEEE 802.16 WirelessMAN ^^0^ 

7l#°fl ^^§>^ci Multicast Broadcast ^wl^-g- E^sj <#s.$\- 7l# ^ 

Multicast ^itil^M- Broadcast Hefl^ 3Hb1# #<y&o] o]-^^^ ^ 

*}7] ^sfl ^ til if^ ^Jis} ^7]^^^ 73 a] SHr^, ^l^r 

7}^r <3=£| ^131 ^r-^d A>^]o_S.£ a^f-^^-S. 

Multicast ^til^i^ Broadcast ^JlS} 73 a] ^ ^-yfl§l-7l £| 

<2i> x-fl l£ir IEEE 802.16 WirelessMAN Al^ofl^ ^$]^_ Ej|5j <y-jrs}. 7]# 

<22> IEEE 802.16 WirelessMAN ^7^0^ rl^ (SS, 101)^ "^l^l Multicast *i 

til^M- Braodcast *|til7^1- %7l ^ofl -f-^ gfl^- egfl^ nflo]^ ^J-JiS^^ 
*t EE|a 711- ^fl^l-s) *tt]-. o^H^ 3.S. Multicast *| ti] it]- 

Broadcast ^7^1^ *\*}^ Hefl^ ^H^-I- <#s.^}7) ^sfl /fl^^^ 

isfls] 7]7\ ^Afl^tf. rfA] iH^, Multicast ^ti^-g- SHfl^ ^Jl 

Si- 7l7> Broadcast ^tiji-g- Hefl^ ^SSr 7lSf£ ^f^7l ^\^r<>\) , ^} 
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M-S] e^s] 7l# ^^l <?H}JI Ireful t^-^t Multicast ^-i «1 ^l^ 1 ^ 



<23> BHfl^! ^JuSf 7], HHfl^l ^JlSI- 71 ^^HjS, HHfl^l ^JlS} 7} 

^55)- <|J:Ji5l# ^g- S^-§Kr SA (Security Assoc i at ion)^. 

6 1 SA^il^r ^lll*} 7}^Sr S>ir SA-IDS X^-S>ji Multicast *| 



«1^M- Broadcast ^M^^r ^Kf^l SA^ ^^IsH t}-X| ^§flA^ , 

<Q*\9\ ^<H*t Multicast ^Hl^l- ^l^fe TEt 1 ^^^ ^rM^ SA ^iLl- 7 r 

Broadcast ^l^S ^l^^r ^ if #1,1 ^<H*t SA ^iL# 7^31 

5U^l^h °1 # Multicast ^M^M- Broadcast ^l^r SA7> ^-^°1 

7l ufl^l °1# 7fl ^ ^1^1^ *>M-^ §>M-^1 SA^ ^^$1t4ji 9-M. 
<24> ^^l *I^r^ §11^ ^til^^l EHfld <y-s.^- 71 ^-ufl MAC 

«Ht>H^ Primary Management CID71- Aj-g-^rf. Primary Management CID^ 7lxl^-o] 
^r^^l S7l ^4=-X\ T£Tgv\t\- Jl^Ml Wsfl^cr CIDS^i ^ir# ^^fl^ $1 
t=t. °1 Key Request ^H^Hl^ §11 ^ *|t"liSr SA^l ^^r^l SA-ID7 r S.^- 

9X°]*} ^ °!HH3f SA ^ HHfl^ ^^Sl- 715} noil u}^. ^ji 



<25> Multicast >| til 7^14 Broadcast ^Hl^-g- Heflsl <y-JL5r 7l ^ ^ ^-ufl 

^l^l^l'?] Key Request *)H^11- n^l*r 7^1^^ sfl^- ^ til 7i-g- 7l^ofl 
^§r5^ ^SSr ?1S -S-^r^ Key Reply olHxl# ^sfl ^ 

W (S112). ^^1 SA# A^S>^7l «fl£-6fl 71*1^ n ^ SA## -§-^ 
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i*1W*lSi Key Reply *IM*H1 ^1^*}^ ^°)^-. °1 ^fl^l Key Reply A l 

MAC §11 ^1 ^ B5fl^ ^JLS)- ^^^71]^ ^§|]o) e>S.S 

Key Request ^H^l^l MAC SflcH S.^-S\9X^1 Primary Management CID# 3tflS a} 
-g-^tK o]^_k] t^o] oiojo] Multicast ^al^T-f Broadcast *M^-g- Hsfl^ 

<26> Key Reply ^ n^ltr fl^ll SA^ ^xl^-o] x^flS. S?fl 

a*V, SEfl^ ^15]- Key Reply ^-ufl ^-.4 n r*r sfl 1 ^ 

HHfl^l <£JlS]- ^ ttS. aI^-o] Al^tq- (Hi), o] «l j£t*£4- ^#^^^1 <?> 

*r^-. ^sfl vflJf^°.5. TEK Grace Time (112)^ ^fel^r}-. oj XEK 

Grace Time^ °l^°il Ir^r %5U:^ Bsflsj ^Jis} 7l7> ^>S£]7l ^ofl t^^o] egfl 

^ ^Isl- ^1 ^a] ^r#*Kr ^1^* ^MW-. ^, °1 TEK Grace 

Time°l ^f^^r^l SHfl^ ^1^- 9] 4 v ^fl ^^^.5. TEK Refresh Timeout 

(S121) ^wflSS- ^^m^. 

<27> TEK Refresh Timeout c>l^SS. <y«fl ^Ik^r 7]x] 1^ ^JlS} A ?g 

^1 ^ ^ufl ^l^lxl o] Key Request (S131) ^1 ^ *1 # Key Request *)1 

°] MAC sH^°ll^r BHfl^ 7l# A^lSi^ Key Request ^1 

(Slll)^ MAC «U^-HH S^-s]^^ Primary Management CID# *H£-W-. Key 
Request ^H^H^r sfl^- Multicast «1 Broadcast ^1^1 SA 
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(Security Association)^ (SA-ID)7> SL^^M $I^f. n *)^ SA^H ^flS£ 

<y-JL5r 7]% -^-^*>7l nfl-g-efl Key Request *|M*H SL^eL SA-ID^ n°] 

A. 

<28> Key Reuqest ^^l^r 7] *1 -§-^- nflA]*].^ Sefl^ ^Jli)- 7]# 

^^§>3l ©1 ^SSr 7l# Key Reply n|M*H S.^^}^ sfl 1 ^ ^^S. ^^tr 

4 (S132). Key Reply MAC SflcHS. 1^ ^JLS]- 7l# ^ll*r^ 

^ Key Reply *IM*1 (S112)5] MAC Sfl^^l^l *HI-*r$jl^ Primary Management CID# 
*>-§-W-. Key Request *H1 SA-ID^°1 n°]7] Tifl^j-ofl Key Reply ^H^Hl^r n 
SA7 r a^-^li=f. ©1 SA°ll^r 7lxl^-o] Btflsj Qs.^ 7]7\ 

^^*rrf. ^^ol Sefl^ ^S^- 7lS Key Reply ^l^l^lS. ^-wfl 

^M*} sfl^ x +l^i$\ S^sj ?1 -frS. *1#°1 (113). ©1 

5f*>^ Multicast A^til^uf Broadcast ^tij^-g- 7} 

<29> ©1^ ^ 71^5] SHfl^ ^^31- ?1 ^ufl <|3:J1S1#^A^ §fl^- Multicast ^ 

«1^M- Broadcast >|til^# ^1^^ 2-€: ^^^1 ^Hl ^ISf 7l# 

§1-71 ^1«M rfl^^ ^§>jl Key Request^ ^4^}. 5E*r, 7l ^1 

§S.^-Bl Key Request >M *1 *\^is}5L H Key Reply *IM 

xl#^ ^ ^^lTll *1 Al^ofl Til ^ A. Multicast A-itil^-q- 

Broadcast «1 7}^$\ SHfl^ <£S.t% 7} ^ <£5L£\^£r 7lX|^o] oj 
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Key Request^ Key Reply *JW*l-&-i: ^e1^7l ^sfl^i *r ^A ^ 

til^l- Jl^^-S. ^I^§>7l7l- 1-7>^^>H ^ ^ AQ^r ala-ir^i^S. A 

#§1-711 £t}^ #^1 9.M. 

IEEE 802.16 WirelessMAN Al^ofl^ xl^§}±- EHfl^ ^JlS]- 7l# ^Als^l 
^sfl^l 32wH1e^1 Key Request ^H^l^r ^ tfl 90«>o]es] Key Reply «IM*l7> A 

all 2Hfe IEEE 802.16 WirelessMAN Ali^Jofl^ S5fl^ ^^5f 7l# 

^7H1 £Al^ tl^-^ ^rM-^l ^Utr Multicast Broadcast *\*] 

i# SUfl afl^^Jl ^^-^l^. ^rM-^ Multicast ^Hl^^- Broadcast *i «1 

^7> SASr &t}ji 7>^tt^. 2-€- ^tf (SSI ~ SS^)^ AA 

^G-g. t^^t^-jl TEK Grace Time°T| £l§fl TEK Refresh Timeout °1^1H7> 

S}51 n^.^ SA^l Hsfl^ ^^5f 7l# ^A]y>7l ^«1H Key Request *IH 7l*| 

(S211, S221, S231, S2*l). 2.€- ^W^l SA°ll sfl^Kr 

TEK Grace Time ufl-g-°fl 2.€- ^^S^f ^ 5} Key Request *1H*1# 

°1 7-1*1 tr ^t^fl 71^1 ^o_S. ^^i^. °1 nfl S-^ ^tf°l Key Request *fl*l*l 
°Il^r n9l SA-ID# S^r^h A*} A, o] Key Request MC sfl ^ ofl 

t^o) ^71 ^4? *1 71^1^-^.S.^-Bl AAAA JL-R-S>7fl ^W^r l^-E 

Primary Management CID7 r A>-g-^uf. z7 ]\$] ^^o) s^fi A^^-i- 
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Multicast A^til^q- Broadcast ^ «1 i-g- <#Jrs|- 9} 7%x\ ^ *!M*l-i- 

^■£[7} ^sfl^i *1*HI ^ ^ ^-#ofl gj-q-o] ^ti]^^- 32 z v}°]S.7} 

SA7 r Key Reply 2.^ 7ll ^ (S212, 

S222, S232, S2^2). °j «fl ^S}^ Key Reply ^H^l^l MAC sllcHl^r 
°ll7ll tr^^I Primary Management CID7 r ^H^^f. ^x^^ s.^ Multicast ^1*1^ 
M- Broadcast ^ti]i-g- BHfl^ 7]# ^fl§ r 7l ^iHl >fl <H<H 

<=>1 Key Reply *|Ha1# ^^§flo> ^[7] nfl^ ^ ^fl^ ^ ^ w r °lS7r 7} 

<34> cfA] ^sfl^l, Multicast ^til^M- Broadcast ^^1^1- 

^tt^ «t ^Sl- ?1# 7lxl^-o.s.^-Bl ^-yfli£o r sfl^- X^l^ 

tl] °1 b] # Bfl Af-g-^rCr. *M^h ^^tr Eefl?! ^SSr 

sl-^^l $|<>H &^o) ygx] a^^- §1-31 <>H t^xi)- 7l^l ^-o] 1=37^^] ^1 

<g^o] 7^Al5l Egfls] ^S]- 7l# ^-yfl^Rr *]S.-§rZ\°]t\- m s-ig , S> 

M-^ Multicast Altij^i^ Broadcast ^ ^ 5>i-b ^flef 1 ^ 

<35> ^, Multicast >|til^u(- Broadcast ^ti]^-g- ov^jl 73 
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^]*Rr£-fl 91°]*] , Unicast T^l^-g- HEfl^ 7l# ^Al§f^ 

7}€* ^til^l-Jl ^e)^ ^>7l*!;Uf. 

<36> #^^7i ^l^^l-^ Multicast T^l^SiJ- Broadcast 7]til^-g- e 

Efl^ QSL^- 711- 7 5 a] §i- 7 i 01*}. otjr pkm sj-^l^ (300). 

<37> ^7H^ M&B (Multicast & Broadcast) TEK Grace Time^ 7]x]^r°] o_ 

5. 7\^}5L §I^r Sr^l^S-^ Multicast A^l^u)- Broadcast 7^1^-g- HHfl^ 
IS]- 7]7\ ^ 7l^l^ol §11^- A^yl^o) ^eflsl oi-^gr 7 ^a]^- a!*)-^ 

Tsl^^- ^p1*Vx4. o] m&B TEK Grace Time^ ^^l SHflsj 7]7l- ^}S.S\ 

7] ^ 7jAi^- Al^-§1-^ 71^^- *lPl§>ir TEK Grace TimeU^ ^ 7 >*1 o>^]-t}- . 

511 M=«r^. , Multicast A^I^t-I- Broadcast ^al^ofl cfl^t ej|^ ^-JlSr 7l 7^a]^- 

t^ol ci^ 7lXl^-ol Al^l-§Hol: §1-71 Ufljg-Olcj-. 

<38> 7]} 4£^r Ir^^T] x| ^§1-^ Multicast t^I^- Broadcast T^l^-g- ^ 

5fl4fl Ol-SSr 711- ^Ufl ^ 7^A]§1-^ ^^Ojcl-. 

<39> ^^l Multicast t^I^t^ Broadcast 7-^1^1- ^7l t}o{| sfl^ 

7itili Ej|ifl c-lloiBll- 4s§ r ^l SHfl^ ^SS]- 711- ^-yfllr<5}o> *ti}. 

°l^r ^ Sfl^ 7-1 til ^*i ^eii^ <y-jrsL 711- ^flfe a|;*> (S411, S412) 

7-11 i^o))a] ct^oi ^ EHii^a oT-jr^i- 7] ^-yfl ^7} (Sill, S112)^ ^^i}. 
^xl^t, 7ixl^o_^«-Bl ^^51^ Key Reply *IH ^Hlfe ^JcSf 711- <#Jl 
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SfS>7l JflsflA-l ^_S_*t GKEK7f GKEK^r ^r^^- 7lxl^-o] 

<40> SA^l 7lx] ^-o] x^S- Sfl^" ^1^ Ejflifl ^1^- 717]- S 

tr^el Key Reply , HHfl^ <y-JLSl- ^1^1 

^1 -R-JL *1*H>1 ^1^-5)31 (411), ©1 -fj-3L Al^o]- sfl^ Aiti]^# *ll^TfKg- 

Bfl SHfl^j ^JuS} 7fx]jl HE|ifl rllo]B^ 42*>4. 

<41> sfl^ ^yl^oj H5fl ja el] o] E j # o>xl§>7fl 7}X]^°) &Tg°\]7\} *fl^ 

^1 lS/HM^l IEEE 802.16 WirelessMAN *1 ^ ^ °1H *1 ^ <#S.$\- 7} 

-8-^*1 ^ *flS>*r*r y>^r 7lxl^o] A4ti]i ^5fl^ 

<&3L$\- 7l# ^7l^o.S 7§^]*Kr ^o]rf. ojs- o^§fl 71^]^^ ^ 3JE 

°1H ^h"^^ M&B TEK Grace Time ^Sj-ul ^- ^^1 Key Update 

Command ^>-g-*ri=f. 71^]^^ o] m&B TEK Grace Time *1# ^l sfl^- *\*] 

^# ^l^^-Ji TEt^^-oil 7fl 7^^^.S. Key Update Command ^ 

(S421). o] tjflAlxl^ 2.^ TarW^r ^ S«fl5| 71 # <#Jl 

Sj-§>^ €A*r 32 w>clS^l GKEK (Group Key Encryption Key)* ^H^Tll 7} 
*]^°] GKEK# 3L^ t^^^tII Bfl tr X\^o\] <g?\) S>7l ^«1H 7 1 

xl^- o_s. Key Update Command *IM*1# S-SH^ /fll^^-S # 

^fr^r. ^, °1 1 ^l^r^ Key Update Command ^H^l^l MAC sflcHl^ Primary 
Management CID7> Al-g-^Jl, GKEK^r sfl^ ^-fr^rJl $l^r 9l^7]9l AK# 
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-g-^M ^JlSI-^EH °1 ^, Multicast ^til^q- Broadcast 7^1 ^^5. o] 

M&B TEK Grace Time (421)^^0] jqig gfl^- x\ n] ^ Sefl^ QS.^ 7l 
3. M&B TEK Refresh Timeout IHH^ 1 } (S422). °1 M&B TEK Refresh 

Timeout o]tfjE S ojgfl HEfl^ 7l 4 v 3l ^^1^711 Multicast ^ti^-q- 

Broadcast 7-^1 ^-g- e^sj <y-Jrg)- ^s- AflS-Tfl t^a)^ 

<42> 71x1^-^ ^^ItJI 77«i^ll SA^l ^7*1^1 I^sj 71-t- 5. 

^-«r Key Update Command ^1 7>1 *1 1- *r ^°il «o v ^°-S. ^i^tr^f (S423). ^ , °) 
Key Update Command *1H^1^ Broadcast Connection^: ^sfl ^^^H , °1 ^H^l^l 
MAC sflt^Hl^ Broadcast CID7> Aj-g-slcl-. o) ufl Hefl^ ^1^- 7l^r *H 

^-^-^ GKEKS ^JL^^ ^^^rf. QKEK^f SBfl^ <y-Jli|- 71-& X^-*r 

¥7^ Key Update Command ^}*r &lk£r ^^-^^.S. ^5l§hJl $1 

TEK Grace Time°l ^^r x l SMI ^Ix} (422). ^, Multicast ^tijiq- 
Broadcast a-H^wK^ Unicast ^e] A^ie-fl rfl-8]- 

HEfl^a <y-sSr 7] BHfl^ ^>SSr 7l# ^yfl^Tll 5\~ ^^4. °1 

^, x SEfl^ ^JlS)- ^l 2 ! -n-S. *1#°1 ^rSEl^ «F| ^ ^7«i^^ <y-jr 

SI- 71 ^Ml -fj-jL Al^Vol Al^^rf (412). ^ jsufB] *H^«Kg- sfl^- a-} ti ] ^ cfl^Bl 

<43> ^ ^-§H1 A 1 ^1 91^}^ Multicast Altij^uf Broadcast *|«li°fl rfl*t Hefl^l 

7l# 7g*m-7} $\ «fl 7-1 Key Update Command sHr *IH^1# ^ ^ 7>-g-^fr4. 

Cf^- -fj-S. ^l?i A}-g-^ ol-jTS]- 7l# <#Jl§K- 7}-g-€ GKEK# 
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£|*t 7 A°-S. o] rrflofli- ^ tfl 66wKlH^ Key Update Command tf] *1 # 7] 
^1^^ M&B TEK Grace Time sfl^" ^tij^^- ^l^^Jl 9X^ 2-€- 

^T^HItiI Primary Management Connection^: ^i^^r^f. 7lx]^-o] 

&Z)is}5L El-ol^o] M&B TEK Grace Time X\^6\] 7}^}^^ S.€r 7ll rf^- 

-fj-S. ^^^oV ^j-g-^ SHfl^ ^ISl- 711- 5.^ 7}5J-ofl7fl *t Key update 

Command ^Hxjl- ^^^^-S. ^-nfltrr}, r}-g- Esflsj ^13]- 7l7> Key 
Update Command ^H^l^ ^ tfl 70«>°lH a> o] 3 o] . 
<44> ^1 5£^r #^°il ^-g-£]^r Multicast ^ti^^ Broadcast ^ali-g- S£fl 

<45> ^71^1 T^ii^i-^ ^^tr Multicast Broadcast *\*] 

^*fl ^l^^-Jl 91^ ^r^-ir^lcf (SSI ~ SS^). §rM-^ Multicast ^^^14 
Broadcast ^1^7}- SA^- ^^31 7>^^r]-. 7]x]^£: Multicast *1 

til^M- Broadcast ^«li-g- Sefl^ ^3lSr 7l# x r *H^^-S 7gxi^7l rflJf 
^ as] 33J- 4<H1 7-1 tir 5 ^ M&B TEK Grace Time^: ^^}JL $X 

°] M&B TEK Grace Time ^ oj^ofl 7lxl^^ s.^ z^^Tfl Primary 

Management Connection^: -^sfl cf^- H2fl^ ^Jisj- 7l# ^JS.*}^^ ^_S.*t GKEK# 
^rwfl^cf (S511, S512, S513, S51*) . 7]t]^^ GKEK# ^-ufl^M Key Update 

Command ^ 7]^d\] ^}7\ QS.^ 

A. °1 H ^^r^ Key Update Command ^a] ^rj sflt-Hl^ Primary 
Management CID7> -M-g-^t}-. 
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<46> o] «L t m&B TEK Grace Time 5^ 71^1^ HHfl^ 4 v 3l ^ 

-*H1 M&B TEK Refresh Timeout <^|wflH# ^*r4. M&B TEK Refresh Timeout °l«fl 

o1l7ll §1-1-1 5] Key Update Command Broadcast Connec t i on-i: ^sfl ^^^rA 

Sefl^ #3151- 7l# ^-yfl^rq- (S520). ^, °1 ufl ^§Rr Key Update 
Command n)H *1^1 MAC §11 ^1 H.€- ^r 1 ^^: 0 !! 7\] *\^klk ^ 3X^= Broadcast 

CID7> 

<47> 5E*Jr, ^^l ^l<?rtr H cM°TH 7l^l^-o] ^ Multicast ^al^M- 

Broadcast ^l^g- HEflsi ^Jis} 7l# 7TJa] 52 z7 ^ £-yflS}7l ^ sfl 

*| -T-^l *fl^ ^Tl^H Al-^-sl^ ^^fl Key Update Command % 66 z v\ 

°}S.7} 7f^-£l ji, ^f-^11 Key Update Command *1H*1^ 70w r °lH7l- Al~g-Jgt}-. ^, 
7h-g-5l^r ^131 ^ r €^ % (66 z + 70) w^lH^l #^Kr. <=>H1 t"l 3fl , ^^1 
Multicast ^^1^14 Broadcast ^l^-g- l^sj ^Jr^ ? i 73 a] ^- a]*}-^^ wJ-^Hl 

^l^r ^/fl^l T^o] SEfl^ ^JlS} 7l# 7>jA]§|-^c|l ii^ ^ 40]^^ A]Jr 7}^ 

71 7TjA] o. 7] ^1-ir «o V ^HH^r ^7_H1 MAC ^1^1^^- Sfl 1 ^ SA# ^§Rr 

S.^ §11 Multicast a] Hi ^14 Broadcast *|til^# ^l^^Jl t^^I 7ll Ssfl 

^ ^Jls} 7l# o]-^^ ^ijAi ^ ^-wfltj; ^ 01 cj.- ^01 01 rf. 

<48> x-ll 6£fe ^-g-Sl^r Multicast *|til^2l- Broadcast ^til^-g- B 
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2fl^] 7l (Key Reply) *1M*13 vfl^ Bfl o] -g- o] 1} . 

£ 46fl^5f ^-o] t^t^o] Multicast ^^^14 Broadcast ^itil^^l tfl*r Hefl 
^ <y-3l5r 71 -S.^ a] o]6\] tfl^j- -g.^- pHaIxIS. Key Reply ^ 

*rt} (S411, S412). ©1 Key Reply *IM*Hfe- HHfls] ^l^r ^r?^ £l#7l 

^ ^M^}^ Key-Sequence-Number, Sfl^ SA^l -^^Hl SA ID, €*ll Hsfl 

^ <y-jLS)- 7] ^t-Sl ^ S2fl5j ^JlS}- 7l -frS. *1# -frS.t& HHfl?! 

•y-JlsJ- ^15} st^^l ^il-i-o] TEK-Parameters^f °1 Key Reply ^H*! 91 7}^-=k 
31 *r HMAC-Digest7> 5£^cf. 

^1 7£^r ^^1^1 *fl ^>§Kr B2fl^ ^JLir 71 ^r^l^l (TEK- 

Parameters)#^r X^i^r ^11 °1 w °1 ^ - 

^7H1^ GKEK71- 3L^H=h o] GKEK^r Multicast ^t^i^- Broadcast *\*}^ 
6 \)^\^}: sfel-^1 B| 5.^ ZLjf- 7] ^Jis)- 7l (Group Key Encryption 

Key)°m-. GKEK^r S£fl^ 7l# ^JlS}^ 7l ©1 Jl , °1 GKEKH. ^cr^H 

711 S-tifl* 91^?} S- ^Jisj-sl^i *1^t}. 

HSfl^ ^JlS]- 7l^r H5fl^ o] # oT-^3]-§l-i-c11 ^A*r <y ^ 7lo]4. 7] 

xl^-o] o] S5 fl^ ©j-jr^ 7l# sfl^ Ai«l^# ^l^to $1^ ^°\] A] 91^}A] & 

^§>7l ^«1H ^5fl4fl «y-S5f 71 X r ^l5L «#Jl5HjlH O]^- ^Sfl^, 

Multicast ^til^uf Broadcast *|til^-g- ^Si}- 7l^ GKEKS. <y-3lSl-*r JL , 

Unicast *i «1 i-g- Sefl^l ^JlS]- 7l^r KEKS. <#Jr 3,]-^-. 

HHfl^ ^-SSl- 71 4r2. Aj^V, HEflia <y-Jrs). ? i ^ ^ ^jr, Hjflia 
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3Hb]» ^Jusl-^Kr^l ^A*t 9} ^ih^ CBC-IV7> 
< 5 4> ^-§1, Multicast ^-itil^^- Broadcast ^1^1 SX 6 )*^ Unicast A^l^i). ^ 

GKEK^f SEfl^ ^2^- Multicast ^ ti] ^n>rf zi^JL Broadcast ^til^o^ 

^^t}. ^, Multicast ^til^q- Broadcast ^l^^Ji $l^r 

£ ^<H*r GKEK^f HHfl^ ^^S]- 7l# ^-fr^Rr ^l*}. °) GKEK^ S^sj ov 

Jl3]- T-l^r 71^1^- ^ig^l-Tll ^^W. 31 7l^^ o] B) ^ ^ H] 

GKEK^- B£fl^ ^jLSr ^ °l^r ^rtfls. ^ ^SflajSI 

7} °] 7l## ^^*r^f. 5£*r, GKEK-&] ^^^is^f ttS. Hefi^} 7)$] 

<55> ^1 ^ofl^i ^I9>«l-c- Key Update Command n|H*|Sl ^H^l^. 

<56> o] Key Update Command *IM*1^ Multicast Broadcast ^l^l 

<57> Key Update Command ^sfl ^flS-^l ^-ufl^- S^l^ ^JlSr ^l^r 

€ ^I#7l <H^I ^M^-^ Key-Sequence-Number ^ sfl^t SA^ ^^^>*1 SA ID 

7} ^7fl*tr4. 

<58> Key Update Command ¥ 7>*ls>l <^%Kg- Sj-^cd ojs. ^sl^ 

Key Push Modes7]- ^cf. 

<59> I£*t, £ 7°fl*| ^S]«rfe TEK-Parameters^l 9X3- . o] Key Update 

Command *IH*H1 rfl^r 7]^-^ ^ HMAC-Digest7> Xfr^4. 
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<60> GKEK# ^ a] §1-71 ^slH §11 ig- a^1^# ^1^^-ji $1^ 2-€" AA 

^1 ^§Kr Key Update Command *IM ^1^ Hefl^] ?1# ^a]^ 

^«1H f$T$ *\*]^ #*H7|| #^Kr Key 

Update Command *IM*H S^tt ^r^l #£r ^^^fl^ ^t^^ 

Key Update Command *1H*H1^ TEK-Parameters# ^l^^r ^l^l-g- Key-Sequence- 
Number 9\ SA ID^f Key Push Modes zl^jl HMAC-Digest7> ^S] S.^$\<>\ 9X^. *r x l 
TEK-Parameters^l X^^M ^3}-5]-plEi# =§^1^ GKEK^f Hsfl^l ^JlS)- 

?l-§- Key-Sequence-Number ^ ^l^ll Key Update Command *IH*H1 Hsfl 
^ 71^1- sefl^ °J-lsl j\ -f}-jL Hefl^l ^Jls} 7] ne) ji 

CBC-IV^r ¥ Key Update Command *IH*H1 S^cf. 

<6i> x-11 ^ ig-^oiiA^ ^io>§i-^ Key Update Command ^H^l^l Key push 

modes ^l°ll: 0 l^t. 

<62> o) Key push modesS.^ Key Update Command ^1^1*1-^ -g-S.lr ^H^H^r^ 3. 

H-ol^r. Multicast >|til^M- Broadcast ^l^l cfl«t Ssflsj %t3L$\- 7l# 7 3^1*r 
9-1°]*] 7lxl^ ^ i£o} Key Update Command 3^*11 Key 

Update Command^ ^1 xl 5. ^ GKEK# ?$^}7] ^sfl Af-g-slji, ^*fl Key Update 
Command Hefl^ ^a]^ ^§fl Af-g-^cf. c>l Key 

push modest ^A Key Update Command ^H^Hl^r 8£5f AA *W ^^1^1 

<63> ^1 10£^ ^ ^l^^r^ Key Update Command 4&MBltl 
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HMAC-Digest *fl ^^l* SL^}^ Bfl -g- . 

Key Update Command *1H*1 °l^-s}7] ^§1H HMAC-Digest7l- 

o] HMAC-Digest# ^ ^1 A}-g-5}^ ^71^ Key Update Command *)H 
n]-^ ^, Key push modes^l ^r^- 1 }. 
Multicast Broadcast *|til^# 5.^ ^r 1 !^ z^^l ^1 ^rS. 

^l^r^ 3^*11 Key Update Command ^ Key push modes$; 0 l GKEK update 

modeH ufl HMAC-DigestS- ^rH-^r ^ ^ ^- ^ofl ^ ^ ^-Tafl*V 

^^fl Key Update Command ^ Key push modes$r°l TEK update mode'il nfl 

HMAC-Digest <g ^ ^lfe GKEK update mode^l Key Update Command 4H^1# ^f-Sfl ^> 
nfl*r GKEK°] . <>1~ TEK update mode ^H^l Key Update Command o)H*l^ w<M^ 

^-u-*>31 il^r 7] GKEKo]7l *H&°]t)-. 

*\] HS^r ^l<?r§Kr Multicast A^ti]^^ Broadcast ^i«l^-g- H 

t^o] ^^g. ^5]*1 Mutlicast 7.^1^14 Broadcast ^l^l tfl^t Hefl^ 
^ssj- 7l# ^-yfl^Kb ^} (Sllll, S1112)^r 2 4°1H TEt^^l ^ Hefl^ ^Jls}- 

71 ^yfl ^ (S411, S412)^> ol ^xHl ^H^tt ^11^1 ^l^^l ifl^f ^#51 
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°1 ^, clMBl# ^&°1 <?M§r7ll 7]*]^°] 

Tii ^y}^ 71*1^ M&B 

TEK Grace Time (©)•§: 7l^°.S. GKEK update mode^l Key Update Command ^H^l^l- 
TEK update mode^l Key Update Command *IW*l-t- §11 ^ *i ^ i-H ^l^w>jl SL 
€■ ^Ir^l 711 (S1121, S1122, S1123). ^ n ^f^ °1 nfl ^ ^a]«K£- 

0.^*1 C]~g- ^7l*l SEflSl ^JLS}- 7l# S-yfl^-Tll 51 ^ °| . 

^l^, ^iJ:^ 0 ! ¥ f^n-^1 Key Update Command *IH*1# ?H 
*1 * ^-f , al^^o.^. SEfl^ <£Jl^ 711- ^nfl^l ^ 
Y^-^-S. ^Sj-JI 51 TEK Grace Time ^-^J-Sj-Tfl ^Ir} (1122). °) TEK 

Grace Time°l ¥^f*Kr i^-i:^ ifl^f S£fl^ #5:51- 71 #Efl ^1 ^1 ^1 TEK Refresh 
Timeout <*lifflH7> ^H^tf (S1131). ©1 ^TaflHS. <*m «1 3j £.5. H2fl^l <#JL 
SI- 71 # ^fl^l ^ TEril#^ t}~g- ^71^1 Ejfl^ oV^s]- j^^tf. #rtr 

£r ^ SHfl^ ^-3131- 71 ^yfl ^^1-51- ^<gs:>7ll Key Request nfl^l^l^- Key Reply 
n|M*l# JH^^-o.^ Sefl^l ^JLS]- 71 §1-711 ^r} (S1132, S1133). 

°1 x S£fl^ •y-JlSf 7l*l -frS. ^l^lol nlSSl 1 ^ §11^- jr*M Si B 

Efl^ ^JuS)- 71 ^^1 -fi-jL ^m°l ^l^^cf (1112). ©1 ^Bl ^«Kg: Sfl^ A-ltil 
i cll 0 lBlfe x^^flsl Hefl^l 7l# 7Mji 4sSJ-§l-^ ^o]t\. m 

^jo)}^ z\]<£is}^ Multicast ^Hl^i-I- Broadcast ^uliofl tfl^ Ssfl^ 
7l# 7^ a] §1-71 ^IsflA-l UtiV^o.^. 7lxl^ol Key Update Command sHr *1H 
^1« ¥ ^ §M^h o] nfl a] -g-^ afltfls. *r*lifr*l ^-sfl wl^^oi 7J 
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-T-°fl 91^ Key Request t*W*l# ^Sfl*1 HHfl^! <&S.s\- 7l# A^§>J1 

°Hl tfl^b -§-^-^-5. Key Reply *IM*1# ^«>-g-^-3-*1 

1^- 7l# ^ a] Til 

<72> X-fl 12£^r ^ 1^3 °IH ^l^Rr EHflSj ^SSj- ?1 -S.^ *W 

Key Reply *1H*H1 S^r^H TEK-Parameters M-Ef^^ ^1°11: 0 1 

A. 

<73> £ ll^l^i^^ <^S| ^l^H ^ssf A -S-^ ^H^o] Key 

Request $1^. 

<74> i&lM ^^^1 Multicast ^l^M- Broadcast ^1^1 ^# ^l^^l $\^*\ n 

Hfl^ QS.^ # — ^ ;g ofl a| a] Key Request -S-^lh 
&tr. °1 Key Request *IM ^a] 71^^-^ ^Jf^] o_S. ^ is}jl M&B 

TEK Grace Time 7l^°.S B5fl^ ^JLs]- 7] -g-^ ^Al^o} Key Reply ^a] 

gj.^^^s.o] tfscf. s. 6^ £ 11°11^^ 7l*l^£r M&B TEK Grace Time 
(©) °ll^r sfl^ ^til^ 2^7] ^oj- o-s.^ TEK-Parameters7> S.^ 

^1 Key Reply ^i^tr^f. ^l^Hr ^e) M&B TEK Grace Time ^| ^ (©) °]$- 

°ll^r §fl^ <g^fl ^11 -frj^ TEK-Parameters^ ^f^- ^7} -fj-S. 

*b TEK-Parameters 7} Key Reply ^Ha]!- aI^^Vc}-. o]^ 2.^. ^^§0^711 

^71 ^ o.Jr*V Sefl 4fl 71 # ^7fl§l-7l A] ^ (®) o] ^A^ol 

o]icl«t t^^tHS. cf^- ^7] ^-oy -frj^ Esfl^ <y-^s|- 7] ^ s^ej-piBlo] 
TEK-Parameters ^iL# ^r^fsHr ^-^^> ^M^P Hefl^ 7] 
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*IH*1 < ?! Key Reply *)H*1^1 9lA^^ ^ °1 5U^- . A i 

^1^W>J1 $l^r ^^^lTll ^<?r -frS.fr S2fl^ ^Sl- 7] S ^ 

^ A]^ ((a)) o]^lo]l 7lxl^ e^S <#JrJr|- 711- ^W^l7ll ^fl^ 1 ?} o> 

i^ &}- tf-g- ^-s.* TEK-Parameters# ^*h°5.*l ^^^1 ?tsl*>Ji $l^r 

TEK Grace Time ^ (®) ^7] -frjLtr Sjfls 7l ^.^^ 

< 75 > i&ef, TEK Grace Time (®) °1^M1 ^^°] Ssflsj ^JLSr 711- A^§ r 

711 71^1^^ cf^- ^7l -fr2.tr TEK-Parameters 1 ?} 0 ! Key Reply 

^1*1 # °m €*fl «>J1 $l7l nfl^-ofl t^T-fl ^7l ^ 

-frS*r TEK-Parameters# °H 7j-xlji $|x^el-ji 7 r ^!*Kr ^°l^. °l5.*l, S^fl 

^ ^Sl- 7l nflAlxlol Key Reply *IM*H #€-2-*r ^iLM: *r $l^f 

<76> *fl 13£^r *H<?l*Rr 71^1 ^-o] es|^ <y-Jl5r 7l ^Al^g- X\X\-s} 

jl ^a]^i <a-s§l- 7l# ^-yfl^Rr «o^°ll^^l s.^r ^1^1 tfl^t EEfl^a «y- 

Jcs}- 71 #Efl °1^1 S#^l tfl^ n^oirf. 

<77> Tet 1 ^^ Unicast Multicast Broadcast ^Hl^sf 

o] 3L^x\*}^d\] tfl§H Sefl^l «a-Jl5|- 71 -tfEfl ^a] 3l#£Sl U1-SJ7 ^tfl 
"t" 711^51 sell^ 71 ^-Bfl ^A]o] ^^tVcf. 

<78> £ 4^f ^1 TEt^^l Multicast ^^1^4 Broadcast >H«l^!r *H^i£jix r %v 

Xtj] Sflig- A^l^oll tfl^; HEfl^l ^JlS}- 711- 7lxl^O_^. 6_^§>J7 7 ]xl^O_S.«-Bl 
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d l« ^H^tt^t (S411, S412). oi<q. ^^># sfl 1 ? ^tij^-g- Hefl 

Operational A o v 3Hl &>fl €4. 
<79> M&B TEK Grace Time ^ <>1*H ^l^*- °H ^l^^Jl §1 

if TEr^^^l A] GKEK update mode^l Key Update Command ^^W" (S421). 

°1# n^ltr S^sj ^Jls}- 71 >#£fl ^^1^1 GKEK Updatedef^f 

# tH-^XIt-Iji o)o\] tc)-^ m&B Rekey Interim Wait -tfEfl°fl ^^^l ^cf. <>} 
7}*\^£t M&B TEK Grace Time ^ 0 1^°11 TEK update mode^l Key Update Command 

y oH^S (S423). ^]«r ^ir^ ifl^ egfl^ ovjrs). 

4>Bfl B^Q6fl Key Updated^hfe ^^^l^Jl ©HI Operational 4 V 3H 

^^r-^74] s^l^, TEK update mode^l Key Update Command ^tfls. 

^w>x] Terlr^ vfl-*f^ ^e)§ r 3l 5U^r TEK Grace Time ^|^°T| tflJfL Sefl 

^ 7} -tftfl ^^Hl TEK Refresh Timeout &r^ IHH^JI Rekey 

Wait 4 V 3H ^-t-S.^ 5&?h 7lx]^o_s. Key Request ^f^- 

^r7l ^<?V -^3l«r SHflsj ^Sl- 7l# Jl^W. 

<80> °l^r^ , GKEK update mode^l Key Update Command ^H^l^r TEK update 

mode^l Key Update Command ^lrflS- ^r^r^l TEK Grace Time 

X]^o\] vfl-u- ^efl^ •y-JlSl- 7l ^ T^Aioll TEK Refresh Timeout eHf ^Sl- ^ 
^^l7]jl Rekey Wait 4 V 3H ol^S7fl ^cf. Mr, 71*1^-°. 3. Key Request *IM *1 
1- ^ ^r7l -^s.«f SEflsj 7l# iL^W. 
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M-Bfvfl ^ojc]-. c^Hl^, 7-G ^-^>^ 10-D ne) J! h-g ^-^>^ ^ 

Multicast ^aliM- Broadcast ^ul^ofl *tsflA^n]- ff^gsltf. 
<83> 10-D ^^r^r Multicast ^^^1^ Broadcast ^^1 <>H 

<#JL5}- 71 Aj-Efl ^a]o! Operational ^efl'H ^ , 7]*1 ^AS^-El sfl^ A^l^of! cfl 
*r GKEK update mode^l TEK Update Command ^H^ll- ^l*r°-3.*l M& B Rekey 
Interim Wait -#3H ^Mr7]] 

<84> 11-G ^^r^ HHfl^l ^SSl- ?1 -tfEfl ^^°1 M&B Rekey Interim Wait 

AT-Bfl<|l tffl, 7lxl^-o_^.«-E-l sfl^- A-ltil^oil TEK update mode^l TEK Update 

Command ^HaH- ^Ajig-o.^ Rekey Wait ^6\] v]^^} sir}. 

<85> 7-G ^^t^r t^^I SHfl^ ^SSJ- 7l °1^1 0 1 M&B Rekey Interim 

Wait -Mil 7l xl ^- o.S^-Bl sfl ig- A|til^o]i rfl^j- TEK update mode^l TEK 

Update Command ^a]§Va| s.ff-o_^.*l Operational ^^Hl ^#7ll ^It}. 

<86> IEEE 802.16 WirelessMAN aI^hAo^ Multicast a^I^u)- 
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Broadcast *\ «1 i-g- H2fl^ °^S.s\- 7}Wr ^21*}-^ *fl ?H^g; ^*K^ y A°-S-, 

<87> 3**11, Multicast ^iti]^^- Broadcast ^it>l^-g- Ssfl^ <#5:5r 7} 7 S^.^ A 

xl^-oiAl2)-§>&| 73 a) ^ 711- sfl^ ^W^lTfl Broadcast 

Connection^- ^f-^fl ^irfr , Us. *}Q^r 7}t]jl^ Ssflsj QS.^ 7l# 

<88> 7lxl^oj A o V 7 ] T^^o] Egfl^ Til" ^7]S}jI ^oflTfl <H 

^fl^Rr «o V ^]# A>-g-^- , T^^w-E^ ^Aj^o] J=5fl^ ^JLS} 7l 

^1^x11- a}^}*] <gji if- Key Update Command ^IHItII 

^Efl4fl ^5). §1-711 51 ol 7l*l^ <y^H ols^ S5 fl4il ^Jr^ ?]$\ # 

<89> 7lxl^ol eeflS] 7l# ^^Al^c-ll 51^7-^, EHfld <£5l5j- 7l 

^«r7l ^«fl GKEK# <y^7ljS. <y-jLil-t5lH 2.^ ^ AA 

^711 ^*}7l nfl^-oil QKEK# tt*!*}^ €-tifl%> ^ 
<90> HEflja <#3lS}- 7l# JE.-& ^^^1 711 Broadcast*!- Til ^^l^efS B?fl 

^ ^^Sl- 71 x r ^l£ GKEKS. ^^Sl-M^l ufl-g-°fl, GKEK# ^-ufl^ ^^^^ 

<9i> t=Hsl*fl, Multicast ^til^is]- Broadcast ^til^-g- Sefl^a <#S_ft\- 7lH 7\t]^ 

°11 A 1 ^7l^O.S. 7 < §X|^-0_^.M : 1 7^7] A^ti]^] 7 0 T-^*j- JioV-g; -^xl^j-^T] t^t^ 

oil 711 AitijiS Tfl^ ^ 
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<^*1], Multicast Aitil^o] ^o. Multicast A^l^>xq- SA 
QSLffy 7}7\ cf^S-S. Multicast *| «1 ~9rAA 7\^\A . 
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1] 

IEEE 802.16 WirelessMAN 7]^V$] ^l^^l *1 ofl ^ Multicast *\*]^ 

M- Broadcast ^-g- <QS_i[ 7]% &z\is}±± « 0 >^ . 

2] 

*ll l^-^l Multicast ^ItiliM- Broadcast ^i^^^ z}-zj- ^-^ 
1%^-% 3] 

*fl l^H 5U°H, Multicast ^itil^M- Broadcast ^til^ofl tfl^j- e 
4] 

*\] 31H Multicast ^tij^-q- Broadcast ^tij^-g- E?fl^ ^Jls} 7l 

7} ^tS.S\7] 7}*]^o] ^efl^ <y-JL5f 71 7^ a] °- Al^g]-^ a^o] M&B TEK Grace 
Time^: ^>-g-g>^ tg-^ . 

[^^P-*J- 5] 

t\] 4%H1 ^.H^-i, 7lA]^^ M&B TEK Grace Time %};°] ^r 1 ^^ TEK Grace Time 
^i-^f -i^*r°-5.*l, Multicast Broadcast ^tij^-g- 
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[3^8- 6] 

^1 5 1M1 XH*I, ^Ixl^-o] Multicast A^l^vf Broadcast ^ul^o{| rfl^t 
SHfl^^Sr ^ a] ^ ^-i3fl§>7l ^sflA-^ 3= t^o] Key update Command 

[^^J- 7] 

*ll 3^^- ^1 4%H1 7lx]^-o] m&B TEK Grace Time ^ °l^i°il sfl 1 ^ 

Multicast ^til^q- Broadcast ^l^l tfl*r GKEK# sfl^ /sfl^^jl 

8] 

7%Ml 5U°H, GKEK^r S^Sj ^JLS} ^l-l- ^J^Rr^l $i ^ ^A*r ^ 

*)l 7*<H Sl^i, GKEK^r ^xl^-o] o]v] zj-zvo] Tfl ^-f^l* 

10] 

*fl 7%H1 &<>H, GKEK^r 71^1^- iE-^r ^7}- ^§>7fl ^^Rr ^ . 

HI 

^1 101H SJ^I, Multicast ^til^i4 Broadcast ^tij^o] ^^7> 

§>q-o^ 7lx]^-ofl ^-*V^ uflofl^ GKEK# 7lxl^oj ^S}^ ^*Kr ^ . 
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12] 

*l| lO^H 9l°]x], ^^1 Multicast ^l^M- Broadcast ^1^1^ 
13] 

^"S" ^ Key Update Command ^1^1^1-8- Primary Management Connect ion-i: ^f-sfl 

14] 

*l| 3^- ^ 4%H1 7l^l^-o] iflJf^o.^. ?r §1-31 $i^r M&B TEK 

Grace Time Al^jofl r^Jf SHflS 7\ ^Bfl ^^1°T| M&B TEK Refresh Timeout 

15] 

-tfsfl ^^l°il M&B TEK Refresh Timeout ^l^SS. °m 2.€- ^^#^711 BBflsj ^JL 

si- #^*Hr 

16] 

15%H1 Sl^H, 7l*l^ EHflsi 7l# GKEK-& 7>*1 Jl <y-Ji g)-^ 
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13 T 1 * 17] 

15%H1 7]x]^£r Key Update Command ^fl 3.^ ^^Hl 

18] 

^1 13^-3f *fl 17 "T" 7fl*] Key Update Command ^1^1 ^sfl 
GKEK^l Bsfl^ o].^^. 7] ^xi^t t^^^^ ^tL^ ?lel§l-JL $1^ TEK Grace 
Time EfoH-I- S-^X\7}*\ ^ ^ . 
[^^* 19] 

*fl 3%H1 $U<*H, 71^1 ^^c] <y-jT5}- 711- ^yj-S^ 7 j 

Egfl^ <y-^si- 7Hi tfltt -ffs. Ai^ ^§Rr wj-^. 

[^^J- 20] 

^1 3%H1 9X°]*\, 7]*]^3\- AHJg.^ eefl4fl oj-jrsl- 711- #4= 711 7j 

^1§>ji ^7fl A>-g-^o] Egflja oj-^g). ^di tfl^i- 7sl^> #a. «i Afls.^ 

S2fl^ 0 p>l5l- 7H1 tfltr -fhJL €^*Rr y o Vt 3. 

21] 

^1 l^-^l SH^I, H2fl ^^SSl- 7l# A^*l-7l ^sH Key Request ^ 

7-1 A>-g-si-ji o)o\) ^ 7]*]^r°] sell si <y-^sj. ^1 1- ^-yfl§>7l 3*11 

Key Reply ^Hxl!- A>-g-s>^- tg-wi . 
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22] 

z\] 21%H1 9X°]*}, Hsfl^ Qs.tH- 7l 91 Key Reply *lH*l£l 4 

eH^^I TEK-Parameters 4^1 ^ ^HY ^^-91 GKEK# ^7l-§|-fe y o Vt £! . 

23] 

x| 22*^1 5U°H, isfl^ ^^SSl- 71 -§-^- ^H^l<?l Key Reply *IM ^ 4 
el-nlEi^] TEK-Parameters Sr^l B] ofl tflJf ^^.^ Hsfl^ °^Ss]- 7l# ^SS}-*}^ 

24] 

^ 23«oHl ssfl^j ?1 # ^ssl-^^l si<H^i ^ ^ 7] 

Unicast ^1^-Er &lk^ &yfl?r Sl^l S-^rtf W^^l KEKS A>-g-§>^ ^ , 
Multicast ^l^Vr Broadcast ^ «l i-^ icr^Hl ^uflft GKEKS A>-g-§>^ wj-tf . 

[^^J- 25] 

*fl 3%Hl SX 6 )^, Multicast ^l^Lf Broadcast ^sliofl 5U°l A i BBfl^! 
315]- 7l# 71^1 ^-o] ^-ufl^l Key Update Command t«1H*l# A}-g- 

26] 

^1 25*cMl tl^*}, Key Update Command *IH*H1 ^Er^ ^1^71 

*IJ1, SA^l ^l^xl-o] SAID, Key Update Command ^H^l^l 5UE.§- ^^}^^ 

Key push modes, Esfl^ ^Jis} 7l^- ^^^1 ^§M-9l TEK-Parameters ^-^\JL Key 
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Update Command *}*fl# HMAC-Digest# S^H^I^r y o Vl ^ . 

27] 

*ll 26%H1 Key Update Command *IH*1^ *>-§- ^^l^fe 

Key push modes e>fl ^ GKEKl- ^wfl§h^ S^Vfe- GKEK update mode 

5]- Etflsj <#jL5l- 7]# ^-ufl^ a^-§>^r TEK update mode# y o v 

13 T 1 * 28] 

*ll 6^-3f 13^-4- 17^- ZLS]J1 27%H1 5U°H, GKEK# ^-*fl§Rr ^ *I 
*fl -S] Key Update Command ^ll^l^l^ Key push modest GKEK update model!- -*>]--§-§]- 3- 
HHfls] ^-nfl*}^ ¥^*fl^ Key Update Command *IM*1^ Key push 

modest TEK update mode-S- A l-o-*h^ • 

29] 

^1 6^-3f *fl 26^H1 ^ ^ 2.€- Key Update Command *IM*H 91 

f ?1 °^ tflJL, SAID, Key Push Modes, HMAC-Digest^r iff^ ^ . 

[^^J- 30] 

6^1- *fl 26^1 91°] *\, ^l^H Key Update Command *IH*H1^ vfl^f- 4 
bHb]<>] TEK-Parameters°lH GKEK^- EJflsj <#S.3\- ?\ <Q_Q *}JL# XfH^l^r y c v 
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31] 

6^> ^1 26^-^1 91°]*], ¥^^fl Key Update Command ^H^Hl^ 4 
rq-T3]Ei<a TEK-Parameters°TH Hefl^ ^S^- 7] , EHfl^ ^1^- 7l -frS. H 
<y-3lSl- 71 CBC-IVS- X^l^l^r «<HI. 

13 T 1 * 32] 

*\] 31%H1 GKEK^r ^ t^ 1 !^}^ 7}x\5L 9X^ 91^} S. <^S.^\JL S 

5fl5] ^Jis}- 7l^r GKEKS ^JL^^ ^ . 

[^T t * 33] 

^ *fl 6^1 5U<H A i , ^l^S ^l^JL $l^r ^e>l ^ Key 

Update Command ^H^l # ^4i*r ^hM-Sf^ ^IrflS. ^a] t£x] ^-f Sefls] 

1%^-% 34] 

^-fl 33^M1 $J. ^ ^ , A^til^l- x-fl^^-ji $X^fr T&lk°] -T- Key Update 

Command *1M *1 # s^*t ^M-eK^ ^ItflS ^ ^-f iflJf^°-5. 

^^}JL $l^r TEK Grace Time# ^^1^1^ y o Vl ^ . 

35] 

^1 34%M1 TEK Grace Time^l o]§fl ^^^1 B2fl^ 

Jls}- 71 -tfEfl ^l^H TEK Refresh Timeout i^S^l^ ^ . 
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36] 

z\] 35^M TEK Refresh Timeout <=>1*1HS. 9l^\ BHfl^ 

37] 

^1 33 ^ ^ 36^-^1 5a<H^, S?fl^ ^JuS} 71 ^a]*- Al^-§>^ 

-f Key Request °l-g-§ r 3i <»H rfl*t -§-#°-5. 7l*l -5f-.gr Key Reply i*IM*| 

38] 

^1 3%>, 4%\ ^ 21«J-, *\] 33 W ^ 34%H1 &<H*1, 

Multicast ^til^-q- Broadcast ^til^l cfl^j- E^ifl ^J-Jis]- A^}^ 

^-M 71^1 ■^■^r M&B TEK Grace Time °1 ^i^l ^ M 7l?I ^<?r -^-3Ltr Sefl^ 

tlsl- 7l# €-yfl§>Jl M&B TEK Grace Time ^ °l^°fl^ €*ti 7l?> ^^^^ o>tJ| 
er 7171 ^ ^-JL^b Hsfl^ 7l# ^-wfl^Kr ^ . 

39] 

^1 3%>, 4%\ ^1 21«J-, 33 W *\] 34%H1 9l°]*\ , t&^I 
Multicast ^tij^-q- Broadcast «1 ^ ^1 cfl*!r l^sj tsS]- 7l# ^fltflS. ^41^*1 

E2fl4fl oJ-^Sl- 71 ^A] o. _o^§>ir 7j-fo]l 7l*l^ 7l ?> ^ -^jL*r 

SEflsj <£Jls1- 7l# ^-yfl^Kr y o V ^ . 
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40] 

*)1 3*J", 4%>, *fl 21*J-, *)1 33^ ^1 34*^1 91°]*], ^°1 ^ 
41] 

^1 40^H $X°]*\, ^^°) 7]*\^r B| 7^Al5i GKEK# *fltfl3. ^HQtr ^ 

-ftflJf <#Ji5l- 7l -#Efl ^Aiofl GKEK Updated ^Bf 1:^8 ^1^1 31 

•y-Jlsl- 7l# ^IcflS ^r^]*r ^-f tfl-^- Sefl^ <a-Jl5]- 7l ^>Bfl ^A]oil TEK Updated 

42] 

^1 41%H1 9X°]*], SHfls] ^1^- 7l A J-^fl Operational ^3H1 5l^r 

t^o] 7 ] x i^o_ s a.^ GKEK1- ^cflS. ^Itr ^-f M&B Rekey Interim Wait 

l^^-Q 43] 

^11 41^M1 &<H*I, SHfl^ ^JlS]- 71 4 v ^fl ^^]°1 M&B Rekey Interim Wait 
A J-3H Sa^r #^1 71^1^-o.S.^-B-l ^a)^ Ejflgj oj-jrsj- 7 1 # *Htfls. ^r^ltr ^ 
-f Operational 4 V 3H ^^-^r ^ . 

44] 

41^1-^1- ^1 43%H1 Sl^i, S sfl^l <#S.^ 71 ^-Efl ^Ajo] m&B Rekey 
Interim Wait -tfBfl°fl 5U^r 7l*l^ ^S-^-E-j ^A]:g <#3L3>}- 7l# *H cfl 
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S. -r^l^H ^-f TEK Refresh Timeout <^1>€1S«- #^ A l?l3l R e key Wait -tfEfl 

5. ^7]J1 TEt^ 7l*l^-ofl7fl Key Request *IM*1€- ^sfl ^Jls]- 

45] 

*fl 40%H1 5U°H, Hsfl^ <y-3lSl- 71 ^>Bfl t^aIo] Operational 5^ 
cf^c] 7ixl^o_^.w-Ei GKEK SHfl^ ^T-SS)- t'IS afltflS. ^1*>*1 ^ ^ 

TEK Refresh Timeout Rekey Wait -tfBflS. #7131 i^; 1 !];^ 71*1 

^■<M Key Request *IM*1# ^§fl <£JLS1- ?1# A^Rr « c v ^ . 



49-41 



1] 



S 8 - i*i 



"X 



.11^ 

.t. 

t£i;v 



Ufrtimff. 

Tit 




Tim* out 



pj^<!UT £t i'f'rirri Ma:fva>a*iti 'silt C!D> 



-:-t02- 



* - 51? 1 



— ^1 CI 



49-42 



2] 




3] 



Operational ranges for privacy configuration setting - 300 



System 


Name 


Description Minimum 

value 


Default 
value 


Maximum 
value 


BS 


M&B TEK 
Grace Time 


Time prior to TEK (for the Vendor- 
multicast and broadcast traffic specific value 
service) expiration BS begins 
rekeying. This time is longer than 
the TEK Grace Time. 


Vendor- 
specific value 


Vendor- 
specific value 
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4] 



s-ri i; - 




3 - 



HI V V l«J 



■V i -- 



R Sf t**h m * Lit ■ 



v 



-J£T 
I 

T£i.:. 
;Ti:i:nr » 



L i fc-t irn >*: 

•. '!': . . 
-41 £ 
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5] 



p<3 



. 1 d Key U pdate Command 
v *[GKEK Update Mo do: p r im . WD). 



2 nd Key U pd ate G o m m and 



(T!IK Update: Mod e: Broad , 01 D) 



S52iJ 





1 * Key Update Com mand 



( GKEK Up date Mode: Prim , Of D) 
2 n<i Key U pdate Com ft rand 



(ILK Update Mode : Broad, CI p) 




.s'520 





-SB 13 



S 52 &: 



6] 



Key Reply Attributes - 600 



Attribute 


Contents 


Key-Sequece-Number 


Authorization key sequence number 


SAID 


Security Association ID 


TEK-Paramters 


"Older" generation of key parameters relevant to SAID 


TEK-Parameters 


"Newer" generation of key parameters relevant to SAID 


HMAC-Digest 


Keyed SHA messge digest 
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7] 



TEK-parameters sub attributes - 700 



Attribute 


Contents 


GKEK 


GKEK, encrypted with the AK 


TEK 


TEK, encrypted with the GKEK (Multicast or Broadcast Service) 
or 

encrypted with the KEK (Unicast Service) 


Key-Lifetime 


TEK Remaining Lifetime 


Key -Sequence-Number 


TEK Seqimce Number 


CBC-IV 


Cipher Block Chaining (CBC) Initialization Vector 



8] 



Key Update Command Attributes - 800 



Attribute 


Contents 


1 st Message 
(Primary) 


2 nd Message 
(Broadcast) 


K cy- S cquccc-Numbcr 


Authorization key sequence number 


C 


O 


SAID 


Security Association ID 

-> 


o 


o 


Kev Push Modes 


Usage code of Key Update Command message 


o 


o 


TEK -Para meters 


"Newer" generation of key parameters relevant to SAID 






> GKEK 


GKEK, encrypted with the AK 


c 


X 


> TEK 


TEK, encrypted with the GKEK (Multicast or Broadcast Service) 


X 


o 


> Kcv-Lifctimc 




TEK Remaining Lifetime 


X 


o 


> Kev -Sequence-Number 


TEK Sequnce Number 


c 


o 


> CBC-IV 


Cipher Block Chaining (CBC) Initialization Vector 


X 


o 


HMAC-Digcst 


Keyed SHA mcssgc digest 


c 


o 



9] 



Key push modes - 900 



Type 


Length 


Value 


30 


1 


0, GKEK update mode (1st message) 

1, TEK update mode (2 nd message) 
2-255, reserved 
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10] 



Input Key of HMAC-Digest - 900 



Key push modes 


Input Key 


GKEK update mode 


AK 


TEK update mode 


GKEK 



11] 



AVI .1-1 - !• 



*Vl1« - |4( 



TC! 
•7"ip-iV 



B S 




LlT^tllTK 

.1 • 

VUV: 



■STi-si-: 



SI 1 £2 .- 



; tei: / 



5} t& : .iv6t-' : upd >3t^ : >-»;riin and »T E<- , : upilaty .n>?d&'! 



V tei ft^rr^sw 



■ -'■*Ti*Y 



- Ci 1 1 C £ 



.- ?»1 1 ^ * 



Ifmm 



— 0 3 V 
1 >£T 

I' ... 
.M*0: : 

T£.( 

.tjm 



!4f , ^ r' 
TP I • 

4' Ur^tlins. 
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12] 



Transferred TEK-parameters generation information - 1200 



Situation 


Transferred TEK-parameter information 


Initial TEK response (before @) 


TEK-Parametersc 


Initial TEK response (after ©) 


TEK-Parametersc & TEK-Parameters N 


TEK update response (after ®) 


TEK-Paramctcrs N 



C: Current generation of key parameters relevant to SAID 



N: Next generation of key parameters relevant to SAID 

IS. 13] 



'"'■•".lid' 



r. 



C!i»MlV>ji'»l t- 



J 



7 



.•.•>.*-.:■,•: . 



\'.<iij Fiaiw4 • 



c 



^1 ■•■•*k J 



49-48 



14] 



TEK FSM state transition matrix 



I State 
Event or 

Rcvd 
Message 


(A) 
Start 


(B) 
Op Wait 


(C) 
Op Reauth 
Wait 


(D) 
Op 


(E) 
Rekey Wait 


(F) 
Rekey 
Reauth 
Wait 


(G) 
M&B Rekey 
Interim 
Wait 


(1) 
Stop 


::;::: : ::;::: i :i;i::: iiiii: :!!:! 

:::::::: :::::::: :::::::: ::::::::: ::::::: 


Start 


Start 


Start 


Start 


Start 


: iii ;: 
: :: 




(2) 

Authorized 


Op Wait 


::::::::: :::::::: :::::::: :::::::: :::::::: :::: 

iii m\B llliiii;:: m$B l\ Ip! $ \\ !! 


:: ii:::::: iii:::::: :::::: :::::: ::.:::::: f'f'i 


::;:: ;;: :;: ;;;: i :::;;: ;:; 

::.- 

iiiii iiiiii iiiiiiiii iiiiii iiiiii iiiiii 


i :::::: ii www \i \w-w iii::::::: ii :::::: : ii:::::: : 
i ;;::;; ii ;;;::; ii ;:;::; ii ;;:::; ii ::;:: 

: :::::: :■ :: i i: ii 
i iiiiii ii iiiiii ii iiiiii iiiiiiiiii .ii iiiiii ii iiiii 


i'i : 
i : 


;; ;;: ;;: :;:: ii :::; ; 

:; :;;:: i :::;: ;;;: ii ::;;:: : i ::; 

liiiiiliiiiiiliiiiiili iiiiiiiiiiiiiiiil 


: i: ::::;: ii ::;:;;; ii :::::; ii ::::;: :■: ::::;: 
: i: ;;::;; ii ::::::: ii ;;:;;; ii ;;::;; ;;::;; 


v-v 

Auth Pend 


ii ii ijjijjjj ii iiiiiiii iiiiii 


Op Reautli 
Wait 


;: ;;:;;; ill iiiii iiiiii Iiiiiiii iii 
ii iiiiiiiii iiiiiiiii iiiiiiiii iiiiiiiii iiiiiiiii iii 


iiiii iiiiiiiii iiiiiiiii ii iiiiii iiiiiiiii iiiiiiiii 
iiiii iiiiiiii iiiiiiiii iiiiiiiii iiiiiiiii iiiiiiiii 


Rekey 

Reauth Wait 


flUp 


1 iii ii 


::: ii ::::::: ii :::::: iii :::::: ii: :::::: ::: 


(4) 

Autli Coiiid 


"T7 — ~ — — ~ — ^ — — 


■ ~; ~ THTS ~ ~ 


Op Wait 


::::: : :::::::: ;■: :::::: ::::::::: 


: :::::: :■: :::::: :: :::::: : ::::::: :■: :::::: :■: ::::: 


Rekey Wait 












(5) 

TEK Invalid 


!:::!! !:::!! !::::!! ::::!! !:::!! !:::! 
:::::: jj:::} ijjjjll iiil-j !:::!! !:::! 


iilii iiiiiiii iiiiiiii iiiiiiii iiiiiiii iiii 
::::::i I:::::: i ::::::: :::::: ;: 


:::::::: ' ;:::!: ::!;:: ii:::: 

ii i i :::::: jjjljj jjliii jjl!:; 


Op Wait 


Op Wait 


Op Reauth 
Wait 


i ii ii 


iii iiiiiii ii iiiiii ii iiiiii iii iiiii 


(6) 

Timeout 




Op Wait 


-■ % ■■■■ -- ■■■■■ ,, ,,, 

:: :::::::: ::::::::: :::::: ■{{::: ::: 


::::: ::::::::: ::::::::: :::::::: ::::::::: ::::::::: : 

::::: 


Rekey Wait 


iiiiii 1 1 1 1 iiiii iiii iiiiiiiiii 




(7) 

TEK Refresh 
Timeout 


::::::: :::::::; :::::::: !::::::: ::::::; :::::: 

;;;:;:: ::..::: ;;;:::: ;;;:;:: 


j ii;::::: ii;::::: ;:::::: ;:::;::; ii:::::; 
j ii:::;:; ii;::;;; ;;;:::: ;:;:;::; ii:::;:; ii;: 


i ; ;;;;;; ;;;;;; 

ii 

!! ii?;;; iii:::::: iii:::::: iii:::::: iii 

ii if iiiii iiiii iii j| iiiiii 


Rekey Wait 


::: 
::: 


:: :: :::::: : :::::: : ::::::: :: :::::: :::::::::: 
ii :■■ EE: 


:::::: ::: :::: :::: : :::::: : ::: 

ii ::;;;: i: ::;;: ;;: ;;;: ii ::;; :; 

iiiiiiiiii! iiii ;;!!!; iii :;!!!; iiii:!!!!! !!!!!:iiii !!! 

iiiiiij| iiiiiiiii iiiiii iiii iiiiiiiiii iii 


Rekey wait 


(8) 

Key Reply 




Operational 


;; ;; ;;: ;;: ;;: ;;: 

;; ii;;;;:; iii;;;::; ii;;;::; ii;;;;:; ii ;;;:;; i 


■:::■ iii :::::: u-www \u ■■;:.:■ iii ■■;::: 


Operational 


ii :::;;: i ::;; ;;; ;;;: ii :;;; ; 

iii ;;;:;; iii ;;:;;; ii ;;::;; ii ;;::;; ii ;;::;; iii ;;: 




(9) 

Key Reject 








Start 

:::::: 

\ :: :::::: rr:: :::::: :: : :: ::: 




M&B Rekey 
Interim Wait 


Start 


j iii^ 
I i : 


Ijl^i^J^i-irr'!!- 




::: 




iii :::: 




(10) 

GKEK 

Updated 
















(11) 

TEK Updated 




li iiiiili: 


ill^^Bffl 


i iiiiiiii iiiiiiii iiiiii: iiiiiiii iiiiiiii 
j 

} tttttt ttttt:: tt 


:; :: ;:; ::; ;:::;:: i 

;; 


;;;;; iii;;:;;; ::::;;;: iii::;;;: iii::;;;; iii;;;;;; 


i iiiiii ii iiiiii ii iiiiii iiiiiiiii ii iiiiii ii iiiii 

www - w^w ii:ii ::i: :ii : i i::: i :ii iiiii: !i www 




• i :::::: ii ;; 




iiii iii 


Operational 
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